
Phishing in the System of Systems Settings: Mobile 
Technology 

 
Alta van der Merwe 
School of Computing 

University of South Africa 
Pretoria, South Africa 

vdmeraj@unisa.ac.za 

Remzi Seker 
Computer Science Department 

University of Arkansas at Little Rock 
Little Rock, Arkansas, U.S.A 

rxseker@ualr.edu 

Aurona Gerber 
School of Computing 

University of South Africa 
Pretoria, South Africa 

gerbeaj@unisa.ac.za 
 

 

Abstract - The immense growth in mobile technology has 
opened various opportunities, both in marketing and in M-
Commerce applications. The growth in these applications 
is according to the system of systems concept through 
which technologies such as cell phone networks are 
becoming integrated with other systems such as the 
Internet. Unfortunately, this may also lead to a new 
security risk, the use of mobile technology, more 
specifically the distribution of Short Message Service 
(SMS) messages, to conduct phishing attacks. We 
demonstrate four types of phishing activities that can take 
place via mobile technology and provide a specific 
example on one of the introduced types. 

Keywords: Phishing, Security risk, mobile phishing, 
mobile security risk. 

1 Introduction 
  According to the 2004 CSI/FBI Computer Crime 
and Security Survey [1], the unauthorized use of computer 
systems is on the decline in the USA. This may be true for 
reported intrusions, but a significant growth may be 
experienced in unreported intrusions, especially the 
intrusions related to financial institutions as reporting 
intrusions may lead to negative publicity. 

 The growth in the use of the Internet and the World 
Wide Web has lead to new types of security risks. From the 
moment a business obtains a web presence, there is the 
potential for the business systems in the organization to be 
exposed to security and confidentiality breaches across the 
entire Internet [2]. Any link to the Internet makes the 
business vulnerable and creates a potential intrusion risk. 

 Historically most of the crimes committed over the 
Internet were either the result of curiosity or malicious 
technical attack, performed by crackers. A cracker is the 
person who breaks security on a system. The immense 
growth of the Internet population using financial 
applications led to the introduction of two other computer 
criminals, called spammers and fraudsters [3]. Spam is 
defined as “Unsolicited commercial e-mail messages” [4] 
and is created by a spammer. Fraudsters are people 

involved in Internet fraud, a practice used by individuals 
who spam potential victims. These criminals cause 
significant damage to different role players. In 2003 alone, 
there were more than 200 million dollars of personal losses 
due to fraudulent intrusions [5]. In recent years spammers 
and fraudsters were joined by phishers. A phisher is 
involved in a fraud activity called phishing or spoofing, 
where phishing is defined as luring of sensitive information 
and spoofing is creation of a replica of an existing web page 
to fool a user into submitting personal, financial, or 
password data [4].  

 Phishing was first reported when America Online 
users were lured in the mid 1990’s by phishers to part with 
their user names and passwords. One intrusion technique 
used by phishers is the deployment of worms [6]. The 
W32.Mimail.I and W32.Mimail.S worms attempted to fool 
users into handing over credit-card information while 
posing as either a PayPal application or Microsoft Windows 
expiration notice [3].  

 Based on the monthly report issued by the Anti-
Phishing Working Group [7] for the month of May 2004, 
1,197 unique phishing attacks were reported to the anti-
phishing organization. The organization that was targeted 
the most was Citibank with 370 attacks. eBay South Africa 
was targeted in July 2004. A database was discovered with 
more than 1,000 active logins, passwords and credit card 
information that could be used to purchase items on eBay’s 
site [8]. These kinds of attacks are categorized as identity 
theft [9], where the phisher after stealing the personal 
information, uses this information for account takeover or 
application fraud [10].  

 There are various guidelines for prevention of 
phishing attacks. The Anti-Phishing Working Group [7] 
frequently publishes reports on phishing activities. Victims 
of identity theft may use the APWG’s web-site to report 
phishing attacks. The newest strategy that financial services 
implement in prevention of phishing attacks is the 
verification of financial transactions via mobile technology. 
The financial institution will send a unique code to the user 
of the account, which must be entered together with the 
transaction for verification purposes [11]. The problem with 
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this strategy is the cost involved with each transaction 
verification for the financial institution [12]. Sending one 
SMS may be reasonable, but sending thousands of 
messages on a daily basis will add to the expenditure of a 
financial institution and may not be feasible for small 
transactions.  

 Traditionally, Short Message Service (SMS) 
communication was limited to personal communication 
between two mobile phone users. However, SMS 
technology is no longer limited to personal communication 
between two users only. A report published by Ovum [13] 
predicts that by 2005, twenty percent of all Internet 
advertising will be wireless. The benefit businesses see in 
sending SMS’ to potential customers is even if it is more 
expensive. For an SMS recipient, this kind of marketing is 
not easy to ignore.  

 Using mobile technology for marketing purposes is 
closely related to M-Commerce, which refers to all forms of 
e-commerce that take place when consumers make online 
purchases using mobile devices. It is already possible to use 
a mobile phone to pay for parking services [14] or to 
transfer money from an existing contract phone to a pre-
paid phone [15].  

 Using SMS technology for financial transactions and 
marketing purposes introduce a number of security risks. 
Due to increasing publicity of spamming and phishing 
victims and advancing spam filters, the risk of being a 
victim of an e-mail phishing activity is decreasing. The 
average user is getting more careful about clicking links 
included in incoming e-mails. We do believe that phishers, 
sooner or later will utilize SMS based phishing activities to 
keep their fraudulent activities continuing. One of the 
reasons that SMS can be a powerful tool in phishing 
activities is that SMS is still perceived as a more personal 
medium of communication when compared to e-mail. The 
main goal of this paper is to warn the stakeholders about 
two possible phishing activities and start the first steps 
towards preparing against phishing activities that can take 
place via SMS.  

 The paper is structured as follows: In section 2, we 
give a brief introduction to the characteristics of a phishing 
attack, followed by a discussion of the use of mobile 
technology as a phishing instrument in section 3. In section 
4, we discuss Education, Preparation, Avoidance, 
Intervention, and Treatment issues related to mobile 
phishing followed by a conclusion in section 5.  

2 The characteristics of a traditional 
phishing attack  

 
 Phishing traditionally involves fraudulent e-mails that 
fraudsters send to random e-mail addresses. The fraudulent 
e-mail contains information that usually requires the 

individual receiving the e-mail to follow a link within the e-
mail (usually to a spoofed website) and enter their personal 
details, be it ID numbers, banking details, passwords, etc. 
As soon as the form with this information is submitted, it 
sends the data to the fraudster [16]. The following 
similarities are found in fraudulent e-mails: 

• There is always some kind of company that is imitated, 
often from the financial sector. 

• The e-mail often includes a security breach, warning 
customers to login and verify or renew their details. 

• There is always a link the user (potential victim) needs 
to follow in order to complete the process. 

• The graphics used are often identical to the original 
website. 

 
 After clicking on the link provided, the user will be 
taken to a spoofed web site. The difference between the 
original website and the spoofed website are not easily 
spotted by the inexperienced user. The graphics used on the 
spoofed web site are similar to those on the original site and 
often the fraudsters use relevant website addresses. It is also 
possible for fraudsters to use the “same website address” by 
using JavaScript code to replace the victim’s browser’s 
address bar with a fake bar. Moreover, fraudsters will use 
logos and footers similar to those on the original website. 
Furthermore, the fraudsters may promise “worry-free 
protection” to lure individuals into submitting personal 
information on the spoofed website. In the CitiBank 
example, a “$0 Liability for Unauthorized Purchases” was 
promised. The goal is to ease concerned individuals by 
saying that if something does go wrong, the Citibank client 
will not be held liable, instead Citibank will take care of the 
losses [17]. Table 1 gives a summary of the different 
characteristics one will encounter between the original 
website and the spoofed website [18].  

3 Mobile technology: the “new” 
playfield for phishers  

 
 We could not find any reports on phishing attacks 
where phishers used mobile technology and more 
specifically, SMS communication. As mentioned 
previously, we believe that with the rapid growth in the use 
of SMS technology as a M-Commerce communication 
medium [19], the question is not if phishing via SMS 
technology will happen, but rather when it will happen. All 
the information we have observed is public domain and we 
just put the pieces together, hopefully faster than a fraudster 
has done. Our goal is to warn the stake holders and have 
them take necessary measures to be prepared against 
phishing attacks.  
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Table 1. Difference between the original site and the 
spoofed website 

Character-
istic 

Original website Spoofed website 

URL https://www.citi.com http://www.mycitibank.
net/ 

Graphics Original web site graphics 
used for business 

Identical to original 
website 

Digitally 
signed 

Yes–using services such as 
Verisign 

No 

Logo Uses original business 
logo’s 

Identical to original 
website 

Footer Uses a footer to represent 
business information 

Almost identical 

 
 A mobile phish may, similar to a phish in the Internet 
community, be sent out by a phisher with identity theft as 
goal. This can be dangerous in numerous application 
domains, with financial applications probably being the 
most vulnerable.  

 There are a number combinations by which phishing 
can take place via mobile technology. In order to provide 
more insight, we will comment on some of the weaknesses 
we have observed. An SMS message may be created and 
sent using an existing pre-paid phone or from a web service 
provided by the prepaid phone company (the user can take 
advantage of the convenience of a computer keyboard in 
sending and receiving SMS messages). For both these 
options, a pre-paid amount of SMS message credits are 
purchased. After a successful phishing activity, the pre-paid 
package (e.g. the SIM card) can be discarded and a new 
service option can be acquired at minimal prices.  

 In most countries, pre-paid phones are bought without 
registration of the buyer. Top-up packages are also 
available without any identification. Moreover, there are 
readily available web services that will let anyone send 
SMS messages worldwide. Some of these services are 
registration based (but free) and some are on pre-paid basis. 
There are also programs that let someone send and receive 
SMS messages through a computer without having to go to 
a website or use a cell phone. For example Mailfreeonline 
provides a free SMS service without identification 
(http://www.mailfreeonline.com/.) 

 Most mobile service carriers provide a web service 
through which anyone can send an SMS message to a 
number serviced by that carrier, at no cost to sender e.g. T-
Mobile in the USA will allow the user to send such an SMS 
(http://www.t-mobile.com/messaging/default.asp?nav=hm). 
The cost associated with the SMS message sent through the 
mobile service providers website is charged to the number 
which receives the message. A person can go randomly to 
any of those sites by using a web browser and send SMS 
messages to any number on that network.  For the sake of 
simplicity, we have not considered automating the SMS 
sending process by abusing the “free” service provided by 
most carriers. There does not seem to be any measure on 
those web services to prevent automated SMS sending. In 

general, most online service providers (e.g. Google e-mail 
service) use image-based measure to prevent automated 
registration or brute force attacks.  

 In order to show some of the combinations of how 
phishing can take place, we use a pair of binary variables, 
M and W, where M denotes the use of a mobile device and 
W denotes a World Wide Web service (W can be an SMS 
message service or a spoofed website). In any ordered pair 
of M and W, the first variable represents the spawning 
medium and the second variable represents the harvesting 
medium. For example, MM would mean the phish is 
spawned (sent out) via a mobile device and the information 
is harvested via arriving SMS message. Table 2 shows the 
possible combinations for spawn-harvest pairs in phishing 
activities involving SMS technology. 

Table 2. Four possible scenarios utilizing mobile 
technology for phishing 

Type Origin Harvest Point Property 
MM The phish is sent via 

SMS on a mobile 
device  

The information is 
collected via SMS 
on a mobile device 

WM • Dedicated web 
interface from the 
prepaid mobile 
service provider 

• Local executable 
using prepaid SMS 
service is utilized 

• Web interface from 
customer’s mobile 
service provider (the 
recipient is billed for 
received SMS) 

• Information 
received at the 
mobile device or  

• Internet-based 
software providing 
SMS service 

 
Cyclic 
activity in 
Fig. 1 takes 
place 

MW Information sent via 
mobile  

User directed to a 
spoofed web site to 
submit information  

WW • Dedicated web 
interface from the 
prepaid mobile 
service provider  
• Local executable 
for prepaid SMS 
service is utilized 
• Web interface from 
customer’s mobile 
service provider (the 
recipient is billed for 
received SMS) 

User directed to a 
spoofed web site to 
submit information 

 
 
Traditional 
phishing 
activity takes 
place 

 
 Note that the phishing activity could also combine two 
or more of the scenarios shown in Table 2. In such a case an 
SMS message would ask a potential victim either to reply to 
the SMS or visit a spoofed website through which 
information will be stolen. In MW and WW types of 
phishing, as seen in Table 2, the role of mobile technology 
replaces that of e-mail in traditional phishing activities. 

 A phishing attack using mobile technology thoroughly 
(MM type in Table 2) can be modeled as a cyclic activity, 
presented by us as a spiral model with three phases (Figure 
1). In the first phase, the phisher sends out his phishing 
messages to a number of selected recipients. He/she then 
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receives a number of replies to the phish. In the next step, 
the phisher requests information from the potential victims. 
Those recipients who trust this request and submit 
confidential information become victims of the phishing 
activity.  

 
 

Figure 1. Cyclic nature of the MM and WM-type mobile 
phishing activity 

 
 We elaborate on the three phases, which take place in 
MM type phishing, in the remainder of section 3, by 
presenting the MM type phishing scenario in which 
spawning the phish and harvesting the phished information 
are done on a mobile device. This example is also useful to 
show the cyclic activity that takes place with MM and WM 
types of phishing.  

Phase 1: Distribution of phishing messages 

 The following are typical steps that a phisher will be 
involved in before he sends his phish to a selected list of 
mobile numbers (not necessarily in this order): 

1. Determining the number of phishing messages of the 
phishing attack.  

2. Determining the numbers that will be phished (we are 
assuming the phisher has not acquired a database of 
mobile phone numbers). In contrast with e-mail address 
generation this is easy to do. A phisher may use a 
known service provider, with the first three digits 
known to the phisher.  

3. Selection of the service the phisher wants to access, e.g. 
Fraudulent Bank in our example. 

4. Compiling the phishing message. 
5. Sending out the phish to different numbers. 
 
 In Figure 2, we give an example of an SMS message 
that may be used to phish information from cell phones 
users. For illustration purposes we use a fictitious financial 
service, called Fraudulent Bank. The phisher creates the 
message on his phone (or on an Internet web service) and 
then sends this copy to a number of potential victims. 

Dear Fraudulent Internet Bank user. Did 
you know we have extended our Internet 
banking services to mobile banking 
through SMS technology? If you are 
interested in this service, please reply 
to this SMS for more information.

>

>

>

>

>

 
Figure 2. An example of a phishing attack using mobile 

technology 
 

Phase 2: Phisher’s reaction to first cycle phished 
information.  

 According to the Anti-Phishing Work Group [20], 
data suggests that in traditional phishing activities (e-mail 
and web-based), phishers are able to convince up to 5% of 
recipients to respond to them. The result of these scams is 
that consumers suffer identity theft, credit card fraud, and 
financial loss. We predict that the percentage of SMS 
recipients who respond to a phish will be much higher due 
to the more personal nature of mobile settings and the fact 
that it is harder for the users to ignore an SMS message. 

 As soon as the phisher has received replies from 
his/her first round of phishing, where nothing has been 
revealed except interest, he/she can proceed to send his/her 
request for personal information. The request will be 
determined by the goal of the phish. If his goal is to misuse 
information for credit card fraud, he may request personal 
and credit card information. If the goal is to access a bank 
account, the online banking details will be requested (e.g. 
users may be tricked into believing they are doing banking 
via SMS). In our Fraudulent Bank example, the phisher 
requests information used by recipients to log into Internet 
services provided by the bank. Figure 3 gives an example 
of a second SMS message to be sent to potential victims. 

Before we can register you for Mobile 
banking we need to verify your details.
Please reply to this message with your login 
and password that you usually use for 
Internet banking. We will confirm 
registration.

>

>

>

>

>

 
Figure 3. Phase 2 – phisher sends SMS to obtain 

information from potential victims 
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Phase 3: Successful identity theft 

 In the last phase the phisher will, if successful, receive 
the information phished from the recipients. Depending on 
the goal of the phishing activity, the phisher may miss-use 
the information for personal gain [21]. For example: 

1. Phishers can use the data to access existing accounts. 
2. Phishers can use the data to open “false” accounts in 

someone else’s name, which may only be discovered 
when creditors contact the “account holder”. 

3. Phishers can use the data to harm the trust customers 
have in various institutions providing online services. 

 
 There are several issues involved in phishing via 
mobile technology for the recipient of the phish and the 
business whose name was used in the phishing activity. 
These issues are geared towards removing or minimizing 
the effects of phishing via mobile technology and are 
discussed in section 4.  

4 Issues involved in a mobile phishing 
attack  

 
 Van der Merwe et.al (2005) identified the issues 
involved in an e-mail phishing attack to include Education, 
Preparation, Avoidance, Intervention, and Treatment 
(Table 3). The authors also emphasize the responsibility 
shift for prevention of identity theft from the business to 
user level. Previously, it was the responsibility of a 
financial institution to ensure the client that his/her 
information is secure during a valid Internet transaction. 
For legitimate transactions this is still the case. However, in 
order to prevent a phish from being successful, an 
additional step at user level is necessary namely, 
authentication of the web-service.  

 The five issues related to website phishing attacks are 
also relevant for mobile phishing (Table 3).  

1. The users need to be educated and made aware of the 
possibility of a phishing attack via mobile technology. 
The types of attacks stated in Table 2 can constitute the 
initial step towards awareness. 

2. Even if no preparation strategy is possible for the user, 
businesses need to establish guidelines to follow when a 
client is the victim of a mobile phishing attack besides 
taking necessary measures to minimize the risk of a 
phishing attack taking place or becoming successful. In 
SMS communication, the recipient doesn’t have a 
choice in receiving the spammed message. In contrast 
with spammed e-mail, it is difficult to block spammed 
SMS messages. Blocking of spammed e-mails is 
possible after a sender’s e-mail has been identified as a 
spammer and blacklisted. In mobile phishing, the 
phisher will probably not re-use the cell phone number 
after the first attack. Even if we consider blocking a 

number from which phishing originated, a whole set of 
new issues appear. One of the issues to be addressed is 
that permanently blocking the numbers will pose the 
challenge of running out of numbers. Thus, a measure 
based on blocking numbers, if chosen to be 
implemented, must be done so with considerations of 
limited number space.  

3. Phishers disposing the used cell phone limits the options 
for the recipient to avoid unwanted SMS messages 
based on history. We envision that adaptive methods 
that interpret the content of SMS messages can be used 
in helping a user avoid such attacks.  

4. The user may intervene after the first SMS is received 
from the phisher by deleting the messages or contacting 
the business to which he thinks he is supplying 
information. Consequently, the servers that relay SMS 
messages can possibly block the SMS messages coming 
from a specific source for a certain amount of time. 
Another strategy could be to delay the SMS message 
that is interpreted as fraudulent. The amount of delay 
should be long enough to give the user enough time to 
doubt authenticity of the request. 

5. When a user suspects that he/she has been victim of a 
mobile phishing activity and supplied information to an 
untrustworthy source, the user should immediately 
contact the business. The business then should try and 
work toward treatment of the situation and take 
necessary actions to prevent misuse of the supplied 
information.  

 
 In Table 3 we summarize the issues related in both a 
website phishing attack and a SMS attack.  

Table 3. Issues in a mobile and SMS phishing attack  

Issue Website phishing attack  SMS phishing 
Education Educate the users with 

regard to prevention 
techniques and a strategy on 
preparing to avoid phishing 
attacks. 

Educate users with 
regard to the possibility 
of phishing attacks 
through mobile 
technology. 

Preparation Preparation consists of the 
process of thinking and 
stipulating what you will do 
in the event a phishing 
attack. 

Businesses need to 
establish guidelines that 
stipulate what they will 
do in case of a phishing 
attack. Build 
mechanisms to minimize 
the risk of an attack 
taking place and 
becoming successful. 

Avoidance Avoidance includes 
activities that evade the 
onset of an attack. 

Avoidance of becoming 
a recipient of phishing 
SMS’s. 

Intervention Intervention involves 
activities where the 
person/business involved in 
a phishing attack intervenes 
or step in to affect the 
outcome of the attack. 

Intervene after the 
recipient has received 
the first SMS by deleting 
it or contacting the 
applicable business. 

Treatment Treatment includes the 
activities to recover after a 
phishing attack.  

Contact appropriate role 
players to prevent 
misuse of information. 
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5 Reeling in a phisher 
 
 A phisher is vulnerable during two different phases of 
a mobile phishing scenario. The first is during the phishing 
attack. When a cell phone is used, it is possible for the 
service provider of the pre-paid package to detect the 
position of transmission. The strength is measured and 
compared between different cell phone transmitters, which 
enable the service provider to determine the exact location 
of the cell phone. This service is already available as a 
tracing mechanism from different cell phone companies 
and mostly used by parents to “keep an eye” on their 
children’s activities.  

 The only problem with finding the cell phone location 
is that the user of a phone must first give permission that 
this information may be available to other users. Obviously 
a phisher will not give this kind of permission. This implies 
that if a phishing activity is identified, a warrant for access 
to this information must first be provided to the service 
provider before he will make the information available. In 
most countries this is a time consuming process, which 
provides the phisher with enough time to discard his/her 
pre-paid phone after a phishing activity. 

 The second phase in which a phisher is vulnerable is 
when he/she is using the phished information for personal 
gain or to create discomfort for others. Unfortunately, there 
is a lot of collaboration between criminals in different 
sectors that almost nobody is safe from information misuse. 
Phishers may attempt to use personal information for 
different activities including creation of accounts. There 
must be necessary measures implemented to catch a 
phisher during this phase, when the phishing activity has 
been identified.  

6 Conclusion 
 
 Threats are best handled if they are known in advance 
and necessary measures to weather them are in place. In 
dealing with any threat, education of the potential victims 
is one of the key elements. Therefore, this paper can be 
considered as the first attempt geared towards increasing 
the awareness of mobile phishing attacks and educating the 
potential victims.  

 Identity theft is the ultimate goal of any phisher. The 
phished information can be used in different application 
domains, with financial applications probably the most 
vulnerable. It is advised that cell phone users are very 
selective when sharing cell phone information. If mobile 
phishing achieves the same success rate with the traditional 
e-mail-based phishing, which is 5%, one can see that the 
possible loss from phishing activities has the potential to 
double. However, due to the more personal nature of 
mobile technology and the difficulties in ignoring the 
incoming SMS messages, we predict that the success rate 

of mobile phishing may be much higher than that of 
traditional, e-mail-based phishing.  

 SMS message misuse is made possible especially by 
pre-paid phones. In most countries, the service providers do 
not require identification when a pre-paid cell-phone option 
is sold. A phisher may also use the web services we 
mentioned in the paper to conduct mobile phishing attacks. 
Having access to compromised networks or conducting 
such an attack from an Internet café is the situations in 
favor of potential phishers.  

 In this paper, we introduced four types of mobile 
phishing. We provided a scenario based on the MM type 
mobile phishing and presented its cyclic nature with the 
details of activities that can take place in every phase of a 
this type of phishing attack. 

 Although we believe that education is still the key to 
prevent phishing attacks, we also listed other issues that 
should be considered by both mobile technology users and 
the organizations affected by a phishing attack. These 
issues include Education, Preparation, Avoidance, 
Intervention, and Treatment. Where applicable, we have 
provided some ideas on possible measures including those 
to be used in weathering phishing attacks and rendering 
them useless. We do believe that the institutions that are 
affected in phishing activities need to work on procedural 
changes in order to minimize the risk associated with such 
attacks, including locating the phishers during the various 
phases of an attack or after an attack when the stolen 
information is used to cause harm to users.  
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